MHPOPMALIMOHHAA NAMATKA
Onsd ObYYHAKOLWKMXCA OAnAd PASMELLEHUA
HA OPULIUATIbHBIX UHTEPHET-PECYPCAX
C kaxgbIM roqoM MOSMoAeXn B UHTEPHETE CTaHOBUTLCA BonbLUe, a LWKONbHUKA OOHU U3
caMbIX aKTMBHbIX Nnonb3oBaTtenen PyHeta. Mexay TeMm, MOMMMO OrpOMHOIO KOnnyecTBsa
BO3MOXHOCTEWN, MHTEPHET HeceT 1 npobnemMbl. 3Ta NnamsaTKa JOMKHA NOMOYb Tebe
6e3onacHoO HaxXo4MTbCA B CETWU.
KomnbtoTepHble BUPYCHI
KoMnbloTepHbIN BUPYC - 3TO Ppa3HOBUAHOCTb KOMMbIOTEPHbLIX NPOrpamMmm,
OTNNYUTENBHON OCOBEHHOCTLIO KOTOPOK SIBMSIETCA CMNOCOBHOCTL K padMHOXeHUI0. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITM MOMNHOCTLIO YHUYTOXNUTb BCE
hannbl N faHHble, MOAKOHTPOSIbHbBIE NOSb30BaTESD, OT UMEHU KOTOPOro bbina
3anyLieHa 3apaxeHHasi nporpamMmma, a Takke noBpeauTb UNv aaxe YHUYTOXUTb
ornepaumoHHy0 CUCTEMY CO BCEMU dharnamm B Lenom. B 6onblInHCTBE crnyyaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.
MeToabl 3aWmnTbl OT BPE4OHOCHbIX NMPOrpamMm:
1. cnonb3yn coBpeMeHHbIE OnepaunoHHbIe CUCTEMbBI, UMEKLLME CEPbE3HBIN YPOBEHb
3aWnTbl OT BPELOHOCHbIX NpOrpamMm;

2. NoCcTOAHHO ycTaHaBnNuBam nadTu (LMdgposble 3annaTku, KOTopble aBTOMaTUYEeCKU
yCTaHaBMMBaOTCA C LieNbio 4opaboTkn nporpaMmmbl) 1 gpyrme o6HOBEHMSI CBOEWN
onepaunmoHHon cnuctemMbl. CkaunmBam Ux TONbKO C oouUManbHOro canTta paspaboTynka
OC. Ecnun cyLiecTByeT pexxmumMm aBToOMaTMYeCKOro 0OHOBMNEHUS, BKINHOYN €rO;

3. PaboTan Ha cBOeM KOMMbIOTEPE Mo4 NpaBamu nosb3oBaTens, a He
agMunHUCTpaTopa. ATO He NO3BONUT BOMBLUNMHCTBY BPEAOHOCHbIX NPOrpamMm
WHCTanMpoBaTbCs Ha TBOEM NepPCOHaribHOM KOMMbIOTEPE;

4. Vicnonb3yn aHTUBMPYCHblE NporpamMmmHble NPOAYKTbl N3BECTHLIX MPOU3BOAUTENEN, C
aBTOMaTn4yecknm obHoBneHnem 6as;

5. OrpaHunyb oM3nyecknin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. icnonb3yn BHELWHWE HOCUTENW MHGOPMaLUUK, Takme Kak dorieLuka, AUCK unu dann u3s
WHTEpPHETa, TONbKO N3 NPOBEPEHHbBIX UCTOYHUKOB;

7. He oTkpbiBan KOMMbOTEPHbIE ddansibl, MONyYEHHbIE N3 HEHAAEXHbIX MCTOYHUKOB.
[axe Te dannbl, KOTOpble Npucnasn TBOM 3HAaKOMbIW. Jly4dlle yTOYHWU Y Hero, oTnpasnan
nn oH Tebe nx.

Cetn WI-FI
Wi-Fi - aT0 He BMA nepefayun gaHHbIX, He TEXHOMNOMs, a Bcero nuwb 6pena, mapka.
Ewe B 1991 rogy HugepnaHackasa komnaHus 3apermctpuposana 6perng "WECA", uyto
obos3Havano cnosocoyeTaHue "Wireless Fidelity", koTopbin nepeBoanTcs Kak
"GecnpoBogHas TOYHOCTL".

[lo Hawero BpemMeHu gowrna gpyras abbpesmnaTtypa, KoTopasi ABfsieTCA TaKon e
TexHonornen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINO 4aHO C HAMEKOM Ha
cTaHOapT BbICLLEN 3BYKOBOM TeXHUKMN Hi-Fi, 4TO B nepeBoae 03Ha4vaeT "BbicoKas
TOYHOCTBL".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadye, OTeNsIX 1 asponopTax SBMsSeTCa OTSIMYHON
BO3MOXHOCTbIO BbIX0[a B MHTEPHET. HO MHOrMe akcnepTbl CYMTAalOT, YTO
obwenoctynHole Wi-Fi ceTn He aBnsatoTcst 6e3onacHbIMN.

CoBeTbl No 6e3onacHocT paboTbl B 06WwenocTynHbix ceTsax Wi-fi:

1. He nepegaBan cBoO nNu4YHyto nHopmaumo Yepes obwenoctynHole Wi-Fi ceTtw.
PaboTas B HUX, )XenaTtenbHO He BBOAMUTb Napofn JOCTYNa, NOrMHbI U Kakne-To HoOMepa;
2. cnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl
oGesonacuib ceba OT 3akadkm BUpyca Ha TBOE YCTPOWCTBO;



3. Mpu ucnonesosaHuun Wi-Fi otknioum cyHkumio "O6wuin goctyn k dpainam u
npuHtepam". lJaHHaa PyHKUKUA 3aKpbiTa NO YMONYaHUO, O4HAKO HEKOTOpPbIE
nonb3oBaTeENN aKTUBMPYIOT ee Anga yaobceTea ncnonb3oBaHus B paboTe unm yyebe;

4. He ncnoneayn nyonuyHbin WI-FI ana nepegaym nnyHbIX gaHHbIX, HAnpumMep ans

BbIXxOA4a B coumarnbHble CETU UMW B 3NEKTPOHHYIO MOYTY;
5. Ncnonb3yn Tonbko 3awmueHHoe coeamHeHne yepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B MmobunbHoMm TenedoHe oTknoun dyHkumio "lMogknioyeHune Kk Wi-Fi
aBTOMaTmnyeckn". He gonyckam aBToMaTU4eCKoro NoAKNKYEeHUs YCTPONCTBA K CETAM
Wi-Fi 6e3 TBO€ro cornacus.

CoumnanbeHble ceTn
CouuarnbHble CeTU aKTUBHO BXOOAT B HALUY XXW3Hb, MHOIME ntogn paboTatoT U XUBYT
TaMm NocTosiHHO, a B Facebook yxe 3apernctpuposaH munnuapg 4esnioBek, 4To
ABNAETCA OQHON ceabMOI BCEX XUTenen nnaHetbl. MHOrme nonb3oBaTenu He
NMOHUMALOT, YTO MHpOpMaLMSA, pa3MeLLEHHass MMU B COLMarbHbIX CETAX, MOXET ObITb
HangeHa n ncrnonb3oBaHa KEM YrogHo, B TOM Yncne He obsi3atenbHO ¢ bnarnmm
HaMepEeHNSMMN.

OcHoBHble coBeThI N0 6e30MacHOCTM B CoLManbHbIX CETAX:

1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3bsaX He JOMKHO ObiTb CriyvarHbIX 1
He3HaKOMbIX NoOen;

2. 3awmiian cBO YacCTHYH XM3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOEr0 POXAEHMWS U APYIYIO NIMYHYIO MHpOPMaLnIO. 3M0YMbILLNIEHHUKN MOTYT
MCnonb3oBaTh AaXke NHPOPMaLUIO O TOM, Kak Tbl U TBOU poauTENn NnaHupyeTte
NPOBECTU KaHUKYNbI;

3. 3awumuian ceo penyTaumio - AepXu ee B YUCTOTe U 3agaBan cebe BOnpoc: xoTen
Obl Tbl, YTOOLI Apyrne Nonb3oBaTeNM BUAENM, YTO Thl 3arpyxaewwb? [Nogyman, npexae
4YyeM YTO-TO onybnukoBaTb, HaNUcaTb U 3arpy3nThb;

4. Ecnv Tbl roBOpULLb C JIOObMU, KOTOPbIX HE 3HaeLlb, HE UCMONb3yn CBOE pearibHOe
UMS U OPYTY0 NUYHY0 MHOPMaLUKN: MMS, MECTO XUTENbCTBA, MECTO y4elbl 1 Npoyee;
5. N3beran pasmelyeHns goTtorpaduin B IHTepHeTe, rae Thl M300paXKeH Ha MECTHOCTH,
No KOTOPOW MOXHO ONpeaennTb TBOE MECTOMOSIOXKEHME;

6. Npun perncTpaumm B coumanbHOM ceT He0BX04MMO UCNONb30BaTh CIOXHbIE NAPOIN,
cocTosimne 13 BykB 1 LGP 1 C KONUYECTBOM 3HAKOB HE MeHee 8;

7. [Insa coumanbHON CeTn, NOYThbl U APYrMX CanTOB HEOBXOAMMO MCMNONb30BaTh pasHble
naponu. Toraa ecnu Te65 B3NoMatoT, TO 3M0YMbILUIIEHHUKM MOnyYaT SOCTYN TOMbKO K
OA4HOMY MECTY, a He BO BCE cpasy.

OnNEKTPOHHbIE AEHbMN
ONEKTPOHHbIE AEHBIN - 3TO OYEHb YO0OHLIN CNOCcOb NnaTexen, 0gHaKo CyLLECTBYHOT
MOLLUEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

ONEKTPOHHbIE AEHbBIM MOSIBUNCL COBCEM HEAABHO Y UMEHHO 13-3a 3TOr0 BO MHOMMX
rocygapcrBax 4O CUX MOp He MPOMMCaHO NMPO HUX B 3aKOHaX.

B Poccuu e oHU OyHKUMOHUPYIOT 1 O HUX Y>Ke NPONMCcaHo B 3aKOHe, rae ux
pasgenstT Ha HECKONMbKO BUAOB - aHOHUMHbIE U HE aHOHMMHbIE. PasHunua B TOM, YTO
aHOHMMHBbIE - 3TO T€, B KOTOPbIX pa3peLLaeTcsa NpoBoanTL onepaumm 6e3
naeHTudmKaunm NonbL3oBaTens, a B HeaHOHUMHbIX MAeHTUdMKauus nonb3oBaTens
ABnsieTca 06s3aTeNbHOMN.

Takxke cnegyeT pasnuyaTbh 3N1EKTPOHHbIE uaTHbIE AeHbIMN (PaBHbI FOCYAAPCTBEHHbLIM
BantoTam) 1 3NeKTPOHHbIE HednaTHbIe AeHbIMN (HE paBHbl FOCY4apCTBEHHbIM
BantTam).

OcHoBHble coBeTbl N0 6GesonacHon paboTe C 3NEKTPOHHbIMU AeHbramu:



1. MNpuBSXM K c4eTY MOBUNBHBLIN TeNedOoH. ATO cambll yOOOHbIN 1 BbICTPLIN CNOCO6
BOCCTAHOBWUTb AOCTYN K c4eTy. [1prBA3aHHbIN TenedoH NOMOXET, ecnv 3abyaellb CBOM
nnaTexHbl Napofb Un 3anjellb Ha CanuT C HE3HAKOMOro YCTPOWCTBA;

2. icnonb3yn ogHopasosble naponu. Nocne nepexoga Ha yCUIeHHY aBTopu3aumio
Tebe yxe He BygeT yrpoXaTb ONacHOCTb KpaXkun Ui nepexasaTta NraTexHoro napons;
3. Bbibepu cnoxHbin naponb. [NpectynHukam 6yaeTt He NpoCTo yragaTb CrOXHbIN
naposnb. HagexHble naposiv - 370 Naposiv, KOTopble cogepxaTt He MeHee 8 3HaKOB U
BKIMIOYAKOT B ce05 CTPOYHbIE U NPONUCHBIE BYKBbI, LUAPbI 1 HECKONBKO CUMBOJIOB,
TakMe Kak 3Hak gonnapa, dpyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;
4. He BBOAM CBOW NYHbIE JaHHbIE HA CalUTax, KOTOPbIM He JOBepSAeLlb.
OIeKTpoHHas rnoyTa
OneKTpOoHHas NoYTa - 9TO TEXHONOrMs U NpeaocTaBrisieMble el YCnyru no nepecobisike u
NOMNYYEHMIO 3NEKTPOHHBIX COOBLLEHNI, KOTOPbIE pacnNpPenenanTCa B KOMNbIOTEPHOWN
ceTn. OBbI4HO SNEKTPOHHbIV MOYTOBBIN AWK BbIrMAAUT CrieAyoLwmnm obpasom:
UMs_nonb3oBaTtena@ums_aomMeHa. Takke Kpome nepegayum npocToro Tekcta, MMeeTcs
BO3MOXHOCTb nepenasatb ansibl.

OcHoBHble coBeTbl No BesonacHon paboTe ¢ 9NEeKTPOHHOW NOYTON:

1. Hapo BbIGpaTb NpaBuibHbIA NOYTOBLIN cepBUC. B MHTEPHETE eCTb OrPOMHBIV BbIGOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, O4HAKO Nyulle AOBEPSATb TEM, KOro 3Haellb U KTO
nepBbii B PENTUHTE;

2. He ykasbiBay B IMYHOM NoYTE NUYHYIO MHGopMaumio. Hanpumep, nyyiie BbibpaTtb
"My3blkanbHbI_haHaTt@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyto aBTopM3aumio. ITo Koraa NOMMMO Napons Hy>KHO BBOAUTb
Koa, npucbinaembli no SMS;

4. Bbibepu CrnoxHbIn naposib. [Ans Kaxgoro noYToBOro silmka OSMmMKeH BbiTb CBOW
HaZeXHbI, YCTOMYMBLIM K B3/TOMY Maporsib;

5. Ecnv eCcTb BO3MOXHOCTb HanncaTb CaMoOMy CBOW SINYHbINA BOMPOC, UCMOMb3YN 3Ty
BO3MOXHOCTb;

6. Nlcnonb3yn HECKONBbKO MOYTOBbLIX ALWMKOB. NMepBbIv 415 YaCTHOM Nepennckn ¢
agpecatamu, KOTOpbIM Thbl JOBEPSAELLb. DTO SMNEKTPOHHbIN agpec He HaJo
Mcnonb3oBaTh NpU perucTpaumm Ha bopymax u cantax;

7. He oTKkpbiBan chansibl 1 gpyrne BrOXeHUsS B NUCbMax, AaXKe eCrnv OHW NpULu oT
TBOUX ApYy3en. Jlydlle yTOYHN y HUX, OTNPaBnanu N oHn Tebe atn dannsi;

8. MNMocne okoHYyaHusA paboTbl HA NOYTOBOM CEpPBUCE Nepes 3aKpbITUEM BKIAAKM C
canTom He 3abyab HaxaTtb Ha "Bbitn".

KnbepbynnuHr nnm BupTyanbHoe U3geBaTenbCTBO
KnbepbynnuHr - npecnegoBaHne coobLeHns Mn, cogepraimmm ockopbneHus,
arpeccuto, 3anyrmBaHue; XynuraHcTBo; counanbHoe 60MKOTMPOBaHNE C NMOMOLLbLO
pasnn4YHbIX MHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynMHrom:

1. He 6pocaiics B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebst BeCTU U, eCnn HeT
TOro, K KOMy MOXHO 0OpaTUTbCA, TO BHaYane ycnokontecs. Ecnm Tbl HAYHeLWb
oTBeYaTb OCKOPONEHNAMM Ha OCKOPOBIEHNS, TO TOMbKO eLle Borblue pa3oxkeLlb
KOHQOIUKT;

2. Ynpasnsu cBoen kubeppenytaumen;

3. AHOHMMHOCTb B ceTU MHUMas. CyLlecTByHOT cnocobbl BbIACHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM,;

4. He cTouT BECTU XynuraHckuii obpas BUPTYyanbHON XN3HU. VIHTEpHET duKkcupyeT Bce
TBOW OENCTBUSA U COXpaHseT ux. Yaanutb ux 0ygeT KpanHe 3aTpyAHUTENbHO;

5. Cobntogan cBol BUPTYarnbHYH YeCTb CMOJIOAY;

6. UrHopupyn egmHmnyHbIn Heratue. OgHOpa3oBblie OCKOpOUTEnbHbIE COOBLLEHMS
nyywe urHopuposatb. OBbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;



7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMW COOBLLEHNAMMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNPaBKM COOBLLIEHUI C
onpeaerieHHbIX agpecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBon eNCTBUA: BbICTYMUTb NPOTUB
npecnegosaTensd, NokasaTb eMy, YTO ero AeCTBUSA OLEeHMBAKTCA HeraTUBHO,
nogaepxaTb XepTBY, KOTOPOW HY>XHa NCUXONornyeckas NoOMoLLlb, COOBLLNTEL B3POCIbIM
0 dpakTe arpecc1MBHOro NoBeaeHNs B CEeTU.

Mo6unbHbIM TeNnedgoH
CoBpeMeHHble cMapT(OHbI U NNaHLWEeTbl coaepXaTt B cebe BNosiHe B3pOCbIi
dYHKUMOHAs, U Tenepb OHWU MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbLIMU KOMMNbIOTEPaMW.
OpHako, cpeacTB 3almTbl 415 NOA0OHbIX YCTPONCTB NOKa O4YeHb Mano. TecTMpoBaHue
N NMOUCK YA3BMMOCTEN B HUX MPOUCXOOUT He Tak MHTEHCUBHO, Kak ang NK, To xe camoe
KacaeTcs U MOOUIbHbBIX MPUNOXKEHWUNA.

CoBpeMeHHble MObUIbHbIE Bpay3epbl yXKe NpakTU4eCKn AOorHanm HacTosbHbIE
aHanoru, ogHako paclmpeHve yHKLMoHana BreyeT 3a cobon 6onbLUY CIIOXHOCTb U
MEHbLLYHO 3aLlMLLEHHOCTb.

[aneko He BCe Npon3BoauTENN BblMycKaloT OOHOBMNEHNS, 3aKpbliBatOLLME KpUTUYECKUNE
YSI3BUMOCTW OJ151 CBOUX YCTPOWNCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTM MOBUbHOro TenedoHa:

Huyero He siBnseTcsa no-HactosweMy 6ecnnaTtHbiM. Byab OCTOpOXeH, BeAb koraa tebe
npegnaratoT 6ecnnaTtHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakme-TO NnaTHble
yCcnyru;

Hdyman, npexge 4em otnpaButb SMS, oTo nnu Bugeo. Tbl TOYHO 3HaeLlb, rAe OHU
OyayT B KOHEYHOM UTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTdOHa;
Mcnonbayin aHTUBMPYCHbIE NporpamMMbl A5t MOBUIbHBIX TENEGOHOB;

He 3arpyxxan npunoxeHns 0T HEM3BECTHOIO UCTOYHMKA, BeAb OHN MOrYT coaepXaTb
BPeAOHOCHOE nporpaMmHoe obecneveHue;

Mocne Toro Kak Tbl BbINAELWb C CanTa, rae BBOAWI JIMYHYI MHOpMaUuio, 3anaun B
HacTpownkn bpaysepa n yganu cookies;

Mepuogmnyeckn NpoBepsiv, Kakme nnaTHble YyCnyrM akTMBMpoOBaHbl HA TBOEM HOMEPE;
[aBan cBor Homep MOBuUIbHOro TenedoHa TONbKO NIASAM, KOTOPbIX Thl 3HAELb N KOMY
aosepsieLlb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOr4a Tbl UM HE Nonb3yelbes. He 3abbiBan nHoraa
npoBepsaTb 3TO.

Online wvrpbl
CoBpeMeHHbIe OHNaNH-Urpbl - 3TO KPAaCOYHbIe, 3axBaTblBalOLME pa3BreyeHus,
00begnHAOLWNE COTHN ThICAY YeNoBeK No BCeMy MuUpy. VIrpoku nccnegyot AaHHbIA UM
MuUp, obLatTcsa Apyr ¢ 4PYroM, BbINOSTHSAKT 3a4aHusl, CpaXKaroTCa C MOHCTpaMu v
nony4aroT onbIT. 3a y4OBONbCTBME OHU NNATAT: NOKYNaT ANCK, OnnayvnsaroT
aboHEeMEHT unn NpnobpeTaroT Kakme-To Onuumu.

Bce aTu cpegctBa nayT Ha nogaepXaHue u pasBuTue Urpbl, a Takke Ha camy
6e30MacHOCTb: COBEPLUEHCTBYHOTCH CUCTEMbI aBTOPU3aLIMN, BbIMyCKaKOTCA HOBbIE MNaTyu
(umcbpoBble 3annaTku 4Ns NporpamMMm), 3aKpbiBaKOTCH YI3BUMOCTU CEPBEPOB.

B nogo6HbIX urpax CToMT onacaTbCsl He CTOSMIbKO CBOUX COMEPHUKOB, CKOJTbKO KpaKu
TBOEro napons, Ha KOTOPOM OCHOBaHa cMcTeMa aBTopu3aunmn 60nbLWMHCTBA Urp.
OcHoBHble coBeTbl N0 6e30MacHOCTMN TBOErO UFPOBOMO akKayHTa:

1. Ecnu gpyron urpok Beget cebs nnoxo unum cosgaet tebe HenpuaTHOCTK, 3abnoknpyn
ero B CruCKe UrPoKOB;

2. MNoxanynca agMUHUCTpaTopam Urpbl Ha Noxoe nosefeHne 3Toro Urpoka,
XenatenbHO NPUNOXUTb Kakne-To JoKasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nn4Hyto MHGOpMaLmio B npodanne urpsbl,



4. YBaxan gpyrnx y4acTHUKOB MO Urpe;
5. He yctaHaBnuBaun HeoduumanbHble NaTyn u Moabl;
6. Vicnonb3yn cnoxHble 1 pasHble naponu;
7. Jaxxe BO BpeMS Urpbl HE CTOUT OTKMOYaTb aHTMBUPYC. [1oka Tbl UrpaeLlb, TBOU
KOMMbIOTEP MOTYT 3apasunThb.
PUWNHT NN Kpaxka NUYHBbIX AaHHbIX
OOGbI4YHOM Kpaxken AeHer U JOKYMEHTOB CErOAHS Y)Ke HUKOro He YAMBULIb, HO C
pasBUTUEM NHTEPHET-TEXHONOMIN 3N0YMbILLIIEHHUKN NEePEMECTUITUCE B UHTEPHET, U
NPOLOSMKAKT 3aHMMaTbLCS "NMobumMbiM" genom.

Tak nosiBunacb HoBasi yrpo3a: MHTePHET-MOLLIEHHUYECTBA UMW (PULLIKHT, rNaBHas Lernb
KOTOPOro COCTOUT B NOJSTy4EHUU KOH(PMOEHLUManbHbIX JaHHbIX NONb3oBaTesien -
nornHoB 1 naponen. Ha aHrnunckom s3bike phishing untaetcs kak puwunHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cneam 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina
B3NlOMaHa, To HeobxoaMmo 3abnokMpoBaTh ee U COobLWMTL aAMUHUCTPaTOpaM pecypca
06 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Beb-caliTbl, B TOM YUCIE, UHTEPHET-Mara3nHoB U
NMOUCKOBLIX CUCTEM,;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Taknm obpasom, ecnu Tebs B3nomatoT, TO
3M10yMbILLNIEHHUKM NonyYaT AOCTYN TOMBbKO K OAHOMY TBOEMY NPOusIo B CETU, @ HE KO
BCEM,;

4. Ecnn T1ebsa B3nomanu, To Heob6xoanmo npeaynpeanTb BCEX CBOMX 3HAKOMbIX,
KoTopble fobaBneHbl y Tebsi B Apy3bsX, O TOM, YTO TeBSA B3fiomanu n, BO3MOXHO, OT
TBOEro MMeHu ByaeT pacchblinaTbCa CnamM 1 CCbISIKM Ha PULLNHIOBbLIE CanThl;

5. YctaHoBu HagexHbii naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTKNo4YM coxpaHeHne napons B bpaysepe;

7. He oTKkpbiBan chansibl 1 gpyrne BrOXeHUsS B NUCbMax, AaXKe eCrnuv OHW NpuLnn ot
TBOUX Apy3en. Jlyydlle yTOYHN y HUX, OTNPaBnAnM N oHn Tebe atn dannsl.
Lindoposaga penytaums
Lindbposas penytaumsa - 3To HeraTMBHas UM NO3NTUBHAA MHpopMauna B ceTu o Tebe.
KomnpomeTupytoLias nHgopmaLms, pasmeLleHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpa3om 0TpasnTbCHa Ha TBOEW pearibHoW Xn3Hu. "Lindpposasa penytaums” - 310 TBOM
UMUOXK, KOTOPbIN dopMUpyeTcs n3 nHgopmauum o Tebe B MUHTEPHETE.

TBOE MeCTO XUTenbCTBa, y4ebbl, TBOe (PMHAHCOBOE NOSIOXEHNE, OCODEHHOCTH
Xapakrepa u pacckasbl 0 65IM3KMX - BCe 3TO HaKannmMBaeTCs B CETHU.

MHorne nogpoCTKU SIErKOMbICIIEHHO OTHOCATCS K Ny6nukaumm nnyHon nHopmMmauumn B
NHTepHeTe, He NOHMMas BO3MOXHbIX NOCNeACTBUNA. Thbl faxe He CMOXellb AoragaTtbCs
0 TOM, 4YTO poTorpadus, pasmeLLeHHasa 5 neT Hasag, ctana NpUYNHON OTKasa NPUHATb
Tebqa Ha paborTy.

KommeHTapuu, pasmeLleHne TBonx ootorpadouin u apyrme 4eNCTBUA MOTyT He
MCYE3HYTb axe nocrne Toro, Kak Tbl UX yaanuvib. Tbl HE 3Haellb, KTO COXpaHun aTy
MHopMauuto, nonana nn oHa B NOMCKOBbLIE CUCTEMbI U COXpaHUIIacb N OHa, a
rmaBHOE: YTO NoayMaroT O Tebe oKpyxatowme noan, KOTopble HaNnayT U YBUOAT 3TO.
Hantn nHdopmauuo MHOTO fieT CNycTs CMOXET Jtobon - Kak 13 Jobpbix NobyxaeHun,
Tak U C HAMEpPEHMEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YrogHo.
OcCHOBHbIe COBETLI MO 3aLMTe LNMPPOBON penyTaumnmn:

1. Moayman, npexae 4Yem 4YTo-TO Ny6nmkoBaTh U nepegasaTth y cebs B 6nore unm B
coumanbHON CeTu;

2. B HacTpoukax npodunsa yCTaHOBW OrpaHUYeHus Ha NpoCMOTpP TBOEro npodumnsa n ero
COOEepPXMUMOro, caenamv ero Tonbko "anga apysen”;



3. He pa3meluan n He ykasbiBa MHPOpPMaLMIO, KOTopas MOXET KOro-nmbo ockopbnatb
nnm obmxaTb.
ABTOpCKOE NpaBo
CoBpeMeHHbIe LIKOMbHUKN - aKTUBHbIE Nofb3oBaTeny LMdpoBOro NpoCTpaHCTBa.
OpHako Janeko He BCe 3HaKT, YTO NOSfb30BaHNUE MHOMMMU BO3MOXHOCTAMU LIMEPPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNeKTyanbHyt0 CO6CTBEHHOCTb.
TepMuH "nHTENNeKkTyanbHast CO6CTBEHHOCTL" OTHOCUTCS K pas3fINYHbIM TBOPEHUAM
4YeloBeYeCcKoro ymMma, HaunHas ¢ HoBbIX N306peTeHnI 1 3HaKoB, 0603Ha4aroLLMX
COBCTBEHHOCTb Ha NPOAYKTbI U YCIYrn, K 3aKkaH4MBas KHUramm, potorpacmnsamu,
KMHOOMMbMaMn 1 My3blKanbHbIMU MPOU3BESEHNAMMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyanbHyt0 COGCTBEHHOCTb HAa NPOM3BEeAEeHUS
HayKn, nuTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B Ka4eCTBE rapaHTum
TOro, YTO MHTENNEKTYarnbHbIN/TBOPYECKUI TPYL aBTopa He ByaeT HanpacHbIM, 4acT emy
crnpaBefsiMBble BO3MOXHOCTW 3apaboTaTth Ha pe3ynbTatax CBoero Tpyaa, nonyynTb
N3BECTHOCTb M Npu3HaHmne. HukTo 6e3 paspelueHns aBTopa He MOXXeT BOCMPOM3BOAUTb
ero npouseBeaeHne, pacnpocTpaHaTb, Ny6NnM4YHO AeMOHCTPMpPOBaTh, NpoaaBaThb,
MMNOPTUPOBATb, MycKaTb B NPOKaT, NyOrMYHO UCMONMHATb, MOKa3bIBaTb/UCNONHATL B
adompe unn pasmerlatb B IHTepHeTe.

KMcnonb3oBaHue "nupaTtckoro” nporpamMHoOro obecrneyeHns MoOXeT NPUBECTU K MHOTUM
puckam: OT NOoTepu AaHHbIX K TBOUM akkayHTam 0 6rIOKMPOBKM TBOErO YCTPONCTBA, rae
yCTaHOBIIeHa HeneranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYHOT
neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HANTWN B CETU.

O noptane
CeTeBUYOK.ph - TBOM rMaBHbIA COBETYMK B CETU. 34ECh Thbl MOXELLUb Y3HATb O
6e30nacHOCTM B CETU NOHATHLIM M AOCTYMNHbIM A3bIKOM, @ NPU BO3HUKHOBEHUN
KPUTUYECKON cuTyaumm obpaTtuTbCs 3a COBETOM. A TaKKe NPUHATb ydacTue B
KOHKypcax 1 cTaTb CaMbiM LINPPOBbIM rpakgaHMHOM!



